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1
Decision/action requested

It is requested to discuss and approve the proposed changes.
2
Rationale

This contribution proposes a way forward to resolve the following Editor's Notes that concern the ECIES profiles.

Editor's Note: It is FFS if and which other curves will be specified (other curves currently proposed are secp384r1, NIST P-384, NIST P-256, brainpool384, brainpool256, M-383, Curve41417, and Curve25519).

Editor's Note: If other curves are specified, it is FFS if separate profiles (comprising the corresponding ECIES parameters) will be specified

Editor's Note: It is FFS which curves are mandatory to support depending on the location of the SUCI calculation.

Recall that in SA3#89 (Reno), we agreed that the operator can choose whether the SUCI calculation will be done in USIM or ME. We point out that when the SUCI calculation is done in USIM, then the operator has flexitility to choose the ECIES profiles that its USIM deployments can support. The operator also has flexibility to choose differnet ECIES profiles depending upon the subscriptions or regional policy. Consider this flexibility to be similar to the implementation of MILENAGE or TUAK algorithm set (i.e., the functions f1, f1*, f2, f3, f4, f5 and f5*). That means, if implemented in USIM similar to MILENAGE/TUAK, there is no reason to limit the SUCI calculation to ECIES. The encrypted part would be treated as an opaque bit-string, and in this case, the ECIES profile is just one option. This means that there is no need to make it mandatory for the USIMs to implement any specific ECIES profiles. 
Comment by Vodafone: While it is in principle possible for the USIM and SIDF to support any algorithm they like (at home operator’s choice) experience with AKA has shown that it is greatly preferable to standardise example algorithms, and ensure that they are thoroughly reviewed for security. Such examples will then be widely implemented by USIM and SIDF suppliers. It is also desirable to standardise more than one algorithm for future-proofing reasons (e.g. TUAK as well as MILENAGE). We therefore propose to add additional profiles following the recommendations of ETSI SAGE.  With regard to profile <A>, we have noticed that the proposal to use AES-128 is not in line with SAGE’s recommendation to use AES-256. 
As such, the ECIES profiles defined in annex C.3.4 will be mandatory only for the ME to implement. It is mandatory for ME so that global interoperability can be achieved. However, there is no need to specifiy more than one mandatory profile, meaning that a single ECIES profile, as it exists currently in annex C.3.4, is sufficient.
Comment by Vodafone: It is unwise to standardize only a single mandatory curve and suggest that it is not substantially harder for an ME or SIDF to support all curves recommended by ETSI SAGE than it is to support a single one of them.
Detailed proposal is presented in next section. 
3
Detailed proposal

***
BEGIN CHANGE
***.
C.3.4
ECIES profiles

The ECIES profiles shall be compliant with and use the terminology from SECG version 2 [29][30]. The profiles shall use “named curves” of prime group order.

All profiles shall use the Elliptic Curve Cofactor Diffie-Hellman Primitive (section 3.3.2 of [29]) to enable future addition of profiles with cofactor h ≠ 1. For curves with cofactor h = 1 the two primitives (section 3.3.1 and 3.3.2 of [29]) are equal.

All profiles shall use point compression to save overhead. Modern curves such as curve25519 shall use their own standardized formal for point to byte string encoding.

The profiles shall not use backwards compatibility mode (therefore are not compatible with version 1 of SECG).
If the home operator's decision (i.e., indicated by the USIM) is that the ME shall calculate the SUCI, then the home operator shall select (i.e., indicate in the USIM) one of the profile(s) listed below in this subclause. The ME shall use the selected profile in the calculation of the SUCI.
If the home operator's decision (i.e., indicated by the USIM), is that the USIM shall calculate the SUCI, then the home operator may select one of the profile(s) listed below in this subclause. The home operator may also select other profiles according to its policy, 
C.3.4.1
Profile <A>

The ME shall implement this profile. The ECIES parameters for this profile shall be the following:

-
KDF











: ANSI-X9.63-KDF

-
Hash











: SHA-256

-
MAC











: HMAC–SHA-256

-
mackeylen









: 256

-
maclen










: 64

-
ENC











: AES–256 in CTR mode

-
enckeylen










: 256
-
EC Diffie-Hellman primitive




: Elliptic Curve Cofactor Diffie-Hellman Primitive

-
EC domain parameters






: secp256r1

-
point compression







: true

-
backwards compatibility mode




: false
C.3.4.1
Profile <B>

The ME shall implement this profile. The ECIES parameters for this profile shall be the following:

-
KDF











: ANSI-X9.63-KDF

-
Hash











: SHA-256

-
MAC











: HMAC–SHA-256

-
mackeylen









: 256

-
maclen










: 64

-
ENC











: AES–256 in CTR mode

-
enckeylen










: 256

-
EC Diffie-Hellman primitive




: Elliptic Curve Cofactor Diffie-Hellman Primitive

-
EC domain parameters






: brainpool256

-
point compression







: true

-
backwards compatibility mode




: false

C.3.4.1
Profile <C>

The ME shall implement this profile. The ECIES parameters for this profile shall be the following:

-
KDF











: ANSI-X9.63-KDF

-
Hash











: SHA-256

-
MAC











: HMAC–SHA-256

-
mackeylen









: 256

-
maclen










: 64

-
ENC











: AES–256 in CTR mode

-
enckeylen










: 256

-
EC Diffie-Hellman primitive




: Elliptic Curve Cofactor Diffie-Hellman Primitive

-
EC domain parameters






: Curve25519

-
point compression







: N/A

-
backwards compatibility mode




: false

C.3.4.1
Profile <D>

The ME shall implement this profile. The ECIES parameters for this profile shall be the following:

-
KDF











: ANSI-X9.63-KDF

-
Hash











: SHA-384

-
MAC











: HMAC–SHA-384

-
mackeylen









: 384

-
maclen










: 64

-
ENC











: AES–256 in CTR mode

-
enckeylen










: 256

-
EC Diffie-Hellman primitive




: Elliptic Curve Cofactor Diffie-Hellman Primitive

-
EC domain parameters






: secp384r1

-
point compression







: true

-
backwards compatibility mode




: false
C.3.4.1
Profile <E>

The ME shall implement this profile. The ECIES parameters for this profile shall be the following:

-
KDF











: ANSI-X9.63-KDF

-
Hash











: SHA-384

-
MAC











: HMAC–SHA-384

-
mackeylen









: 384

-
maclen










: 64

-
ENC











: AES–256 in CTR mode

-
enckeylen










: 256

-
EC Diffie-Hellman primitive




: Elliptic Curve Cofactor Diffie-Hellman Primitive

-
EC domain parameters






: brainpool384

-
point compression







: true

-
backwards compatibility mode




: false
C.3.4.1
Profile <F>

The ME shall implement this profile. The ECIES parameters for this profile shall be the following:

-
KDF











: ANSI-X9.63-KDF

-
Hash











: SHA-384

-
MAC











: HMAC–SHA-384

-
mackeylen









: 384

-
maclen










: 64

-
ENC











: AES–256 in CTR mode

-
enckeylen










: 256

-
EC Diffie-Hellman primitive




: Elliptic Curve Cofactor Diffie-Hellman Primitive

-
EC domain parameters






: M-383
-
point compression







: N/A

-
backwards compatibility mode




: false

C.3.4.1
Profile <G>

The ME shall implement this profile. The ECIES parameters for this profile shall be the following:

-
KDF











: ANSI-X9.63-KDF

-
Hash











: SHA-384

-
MAC











: HMAC–SHA-384

-
mackeylen









: 384

-
maclen










: 64

-
ENC











: AES–256 in CTR mode

-
enckeylen










: 256

-
EC Diffie-Hellman primitive




: Elliptic Curve Cofactor Diffie-Hellman Primitive

-
EC domain parameters






: curve41417
-
point compression







: N/A

-
backwards compatibility mode




: false



***
END OF CHANGES
***



